SOLUTION BRIEF

SPHEREboard for CyberArk PAM

Reduce risk by maximizing protection of your privileged accounts

Protecting privileged accounts helps keep your organization safe from potentially
disastrous security breaches. But implementing a PAM solution can require a major
investment of time and resources. Now SPHEREboard for CyberArk PAM helps you
discover, onboard, and protect more accounts, more quickly—reducing the risk of
identity-based breaches and speeding time to value.

With SPHEREboard for CyberArk PAM, your organization can:

Meet escalating
requests from
auditors, regulators,
and third parties

Respond quickly
to urgent security
incidents

Speed implementation Strengthen its overall

of CyberArk PAM, security posture by
maximizing ROl reducing exposure

Enumerate your AD user

and group estate to Resolve risk now—and
understand complexity proactively protect
and de-risk years of against future breaches
unfettered sprawl

With SPHEREboard for CyberArk PAM, you can ensure that critical accounts are onboarded—reducing
risk, increasing protection, and maximizing your investment in CyberArk.
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What can SPHEREboard for CyberArk PAM do for you?

Untangle the web of identities and permissions, clean up the mess,
and reduce risk

SPHEREboard for CyberArk PAM is the first purpose-built solution for CyberArk Privileged Access
Management (PAM) Solutions that discovers, analyzes, and automates account vaulting and protection.
Our comprehensive solution integrates critical risk-reduction capabilities—from discovery to remediation
to ongoing protection. Intelligent discovery surveys and identifies all your privileged accounts. Automated
remediation vaults accounts without heavy lifting by your teams or unintentional outages. And
sustainability processes ensure that controls are met on an ongoing basis.

Intelligent Discovery: Know your privileged accounts, all of them

SPHEREboard’s intelligent discovery capabilities help you know more about your privileged
accounts than ever, so you can protect them more effectively. After all, you can’t resolve risk
you don’'t know about. SPHEREboard’s intelligent discovery capabilities bring you:

> A clear view of all your accounts, no matter where they reside.

> Extensive coverage that enables you to scan all of your foundational, enterprise source systems—
including Active Directory (AD), Windows, UNIX, and databases (including Oracle, Sybase, SQL, and
more), as well as CyberArk PAM.

> A comprehensive, detailed inventory of all accounts and entitlements, classifying them to determine
if they have elevated permissions, as defined by your account controls.

> Detailed analysis of accounts with privilege, identifying gaps and potential issues.

> Careful examination of critical service accounts, which pose significant risk because of their access
to core applications and capabilities. SPHEREboard can determine which service accounts are highly
privileged and how a service account is being use—all to help prioritize remediation.

> Seamless integration with your current identity solution and infrastructure.
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Fast Remediation and Certification: Protect more accounts, more quickly

By identifying vulnerable accounts via intelligent discovery, SPHEREboard can take swift
action to protect them—and reduce exposure. For example, elevated accounts not yet
vaulted in your CyberArk Privileged Access Management (PAM) Solutions become urgent
priorities for onboarding. SPHEREboard’s remediation capabilities deliver:

()

> Precise, automated workflows that drives onboarding to CyberArk Privileged Access Management
(PAM) Solutions, significantly increasing the number of protected accounts.

> Automated processes that speed progress and reduce manual processes and staff involvement.

> Powerful ownership capabilities that help propose and confirm the owners of elevated accounts.
After all, you can’t remediate an account until you know its owner.

> Ongoing insights via a centralized dashboard give you a window on progress throughout remediation,
while extensive reporting captures the current protection status of accounts with elevated privilege.

Ongoing Sustainability Processes: Keep your estate clean, now and as you grow

/’;“ Protecting your organization from the threat of security breaches requires ongoing
‘wv vigilance to avoid recurring issues. SPHEREboard’s sustainability processes provide:

> The ability to ensure that stringent controls are met—and risk reduced—on an ongoing basis.

> A clear view of new privileged accounts, pinpointing unauthorized access and other security risks as
they appear via stock and flow reporting and other reports.

> Proactive monitoring and automated remediation that keeps your identity ecosphere protected and
clean as your organization evolves. That’s Identity Hygiene in action.
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SPHERE and CyberArk

Two leaders dedicated to protecting your privileged accounts—and reducing risk

SPHEREboard for CyberArk PAM brings together two complementary solutions to raise risk reduction
to new heights. CyberArk Privileged Access Management (PAM) Solutions provide best-in-class
privileged access management. SPHEREboard complements it with advanced tools for identifying and
resolving risk, tools that go far beyond the capabilities of other solutions. The result? SPHEREboard for
CyberArk PAM helps you reduce risk like never before—and ensure ongoing sustainability.

SPHEREboard solutions that make it happen— protecting millions of accounts across
organizations from the threat of security breaches. Identity is the acknowledged blind
spot in any organization’s security perimeter, with known and hidden issues, from buried
privileged access to unprotected service accounts. Our proven SPHEREboard solutions
uncover and resolve identity-based risks, quickly and easily, so organizations can continue
to grow and thrive without disruption—while meeting the needs of auditors, regulators,
and cyber insurance providers. To learn more, visit www.sphereco.com.

: SPHERE is the pioneer and leader in Identity Hygiene and the creator of a portfolio of

_ CyberArk is the global leader in identity security and access management, a critical layer
of IT security that protects data, infrastructure and assets across the enterprise—in the
cloud and throughout the DevOps pipeline. CyberArk delivers the industry’s most complete
solution to reduce risk created by privileged credentials and secrets. The company is
trusted by the world’s leading organizations, including more than half of the Fortune 500.
To learn more visit www.cyberark.com.

Protect your privileged accounts by making SPHEREboard for CyberArk part of
your risk-reduction strategy. To learn more about SPHEREboard for CyberArk PAM
and other SPHERE solutions, please visit www.sphereco.com.
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